Crypto 5:
Key Exchanges & Snake Oil

TECHNOPHOBE: COMPUTERS ARE BARELY
WORKING MAGICS==.
NERD: COMPUTERS DO'AS THEY: IIIIE Tlllll




Administrivial

* Project 1 due Friday

* Reminder, you have slip days if you need them

* |f you need to ask for an extension (DSP or not) please fill out the form on the
web site!

- Homework 3 due Friday the 19th



How Can We Communicate With Someone New?

- Public-key crypto gives us amazing capabilities to achieve
confidentiality, integrity & authentication without shared secrets ...

« But how do we solve MITM attacks?

- How can we trust we have the true public key for someone we
want to communicate with?

- But we have some good primitives

* Public key encryption:
With the public key, anyone can encrypt but only the private key decrypts

« Signatures:
With the public key, anyone can verify but only the private key signs



Trusted Authorities

« Suppose there’s a party that everyone agrees to trust to
confirm each individual’s public key
» Say the Governor of California *

- |ssues with this approach?

« How can everyone agree to trust them?

e Scaling: huge amount of work;
single point of failure ... NEW CALIFORNIA REPUBLIC

 How do you know you’re talking to the right-authority??




Trust Anchors

Computer Science 1 61

* Suppose the trusted party distributes their key so everyone
has it ...

* And now think about doing things "oft-line":

* The trusted entity only has to do work once for each person
 And can do it in advance
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Trust Anchors

Computer Science 1 61

* Suppose the trusted party distributes their key so everyone
has it ...

- We can then use this to bootstrap trust
* As long as we have confidence in the decisions that that party makes



Digital Certificates

- Certificate (“cert”) = signed claim about someone’s public key
* More broadly: a signed attestation about some claim

* Notation:
{M }x = “message M encrypted with public key k”

{M }k-1 = “message M signed w/ private key for K”

- E.g. M =“Nick's public key is Kyick = 0xF32A99B...”
Cert: M,
{“Nick's public key ... 0xF32499B..." }x 1. .-

= O0x923AB95E12...9772F
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If We Find This Cert
Shoved Under Our Door ...

Computer Science 16

- What can we figure out?

* |f we know Gavin's key, then whether he indeed signed the statement

* |f we trust Gavin’s decisions, then we have confidence we really have Nick's
key

* Trust = ?

e Gavin won’t willy-nilly sign such statements
e Gavin won't let his private key be stolen



Analyzing Certs Shoved Under Doors ...

Computer Science 1 61

- How we get the cert doesn’t affect its utility

- Who gives us the cert doesn’t matter

* They’re not any more or less trustworthy because they did
* Possessing a cert doesn’t establish any identity!

- However: if someone demonstrates they can decrypt data
encrypted with Knick, then we have high confidence they
possess K-1nick

« Same for if they show they can sign “using” K-1nick



Scaling Digital Certificates

- How can this possibly scale? Surely Gavin can’t sign
everyone’s public key!

- Approach #1: Introduce hierarchy via delegation
« {“Michael V. Drake's public key is 0x... and | trust him to vouch for UC” }K -1Gavin
« {“Carol Christ’s public key is 0x... and | trust her to vouch for UCB” }K -1wvike
« {“John Canny's public key is 0x... and | trust him to vouch for EECS” }K -1carol
« {“Nick Weaver's public key is 0x...” }K -1jonn



Scaling Digital Certificates, con’t

* | put this last on my web page
e (or shoves it under your door)

- Anyone who can gather the intermediary keys can validate the
chain

* They can get these (other than Gavin’s) from anywhere because they can validate
them, too

e Infact, | may as well just include those certs as well, just to make sure you don't gave
to go search for them

* Approach #2: have multiple trusted parties who are in the
business of signing certs ...
e (The certs might also be hierarchical, per Approach #1)



Certificate Authorities

- CAs are trusted parties in a Public Key Infrastructure (PKI)

- They can operate offline
* They sign (“cut”) certs when convenient, not on-the-fly (... though see
below ...)

- Suppose Alice wants to communicate confidentially w/ Bob:
Bob gets a CA to issue {Bob’s public key is B} K -ca

Alice gets Bob’s cert any old way

Alice uses her known value of Kca to verify cert’s signature

Alice extracts B, sends {M}Kzg to Bob

20
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Bob
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Bob

{Mal: B*},1.,
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Revocation

What do we do if a CA screws up and issues a cert in Bob S
name to Mallory?

28
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What do we do if a CA screws up and issues a cert in Bob’s name

to Mallory?
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Revocation, con’t

- Approach #2: announce revoked certs
» Users periodically download cert revocation list (CRL)

31
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Revocation, con’t

- Approach #2: announce revoked certs
» Users periodically download cert revocation list (CRL)

* |ssues?

e Lists can get large
 Need to authenticate the list itself — how?

34
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Revocation, con’t

- Approach #2: announce revoked certs
* Users periodically download cert revocation list (CRL)

* Issues?
e Lists can get large
* Need to authenticate the list itself - how? Sign it!
* Mallory can exploit download lag

 What does Alice do if can’t reach CA for
download?
Assume all certs are invalid (fail-safe defaults)
Wow, what an unhappy failure mode!

Use old list: widens exploitation window
if Mallory can “DoS” CA (DoS = denial-of-service)




Biggest Problem is Often
Complexity

Computer Science 161

- The X509 "standard" for certificates is incredibly
complicated
« Why? Because it tried to do everything...

- |f you want your eyes to bleed...
» https://tools.ietf.org/html/rfc5280

- Overall, simpler standards end up being better...
* EG, a .json format for certificates would have had fewer ways to screw up

37



The (Failed) Alternative:
The “Web Of Trust”

» Alice signs Bob’s Key
 Bob Sign’s Carol’s

- So now if Dave has Alice’s key, Dave can believe Bob’s key
and Carol’s key...
* Eventually you get a graph/web of trust...

« PGP started out with this model

* You would even have PGP key signing parties

* But it proved to be a disaster:
Trusting central authorities can make these problems so much simpler!

38



The Facebook Problem:
Applied Cryptography in Action

Computer Science 161

- Facebook Messenger now has an encrypted chat option
* Limited to their phone application

- The cryptography in general is very good
« Used a well regarded asynchronous messenger library (from Signal) with many good
properties, including forward secrecy
- When Alice wants to send a message to Bob

e Queries for Bob's public key from Facebook's server
* Encrypts message and send it to Facebook
* Facebook then forwards the message to Bob

- Both Alice and Bob are using encrypted and authenticated channels
to Facebook

39



Facebook's Unique Messenger
Problem: Abuse

Computer Science 161 Nicholas Weaver

- Much of Facebook's biggest problem is dealing with abuse...

* What if either Alice or Bob is a stalker, an a-hole, or otherwise problematic?

Aside: A huge amount of abuse is explicitly gender based, so I'm going to use "Alex" as the abuser and "Bailey"
as the victim through the rest of this example

- Facebook would expect the other side to complain

* And then perhaps Facebook would kick off the perpetrator for violating Facebook's Terms of
Service

- But fake abuse complaints are also a problem
e So can't just take them on face value

- And abusers might also want to release info publicly
* Want sender to be able to deny to the public but not to Facebook

e Deniability is in many ways anti-authentication:
Want to make it so you don't have public key signatures
40



Facebook's Problem
Quantified

- Unless Bailey forwards the unencrypted message to
Facebook
* Facebook must not be able to see the contents of the message

- |f Bailey does forward the unencrypted message to Facebook
* Facebook must ensure that the message is what Alex sent to Bailey

- Nobody but Facebook should be able to verify this:
No public signatures!

« Critical to prevent abusive release of messages to the public being verifiable:
Messages are deniable for everybody but Facebook

41



The Protocol
In Action

Computer Science 1 6

What |s Bailey's Public
Key?

42



Aside: Key Transparency...

Computer Science 161 Nicholas Weaver

- Both Alex and Bailey are trusting Facebook's honesty...
 What if Facebook gave Alex a different key for Bailey? How would he know?

- Facebook messenger has a nearly hidden option which allows
Alex to see Bailey's key

* [f they ever get together, they can manually verify that Facebook was honest by looking
at a series of "safety numbers" or QR code

- The mantra of central key servers: Trust but Verify

* The simple option is enough to force honesty, as each attempt to lie has some
probability of being caught

- This is the biggest weakness of Apple iMessage:
» iMessage has (fairly) good cryptography but there is no way to verify Apple's honesty

43



The Protocol
In Action

Computer Science 161

Nicholas Weaver

Alex

Bailey

{message=E (Kpub b,
M={"Hey Bailey: Abusive
Message",

krand} ) ’
“ mac=HMAC (Krana, M),

to=Bailey,
{message=E (Kpub b, f?0m=Alex,
M={"Hey Bailey: Abusive time=now,
Message" fbmac=HMAC (Ksp, {mac, from,
, L]
krand}) ’ tO, tlme} )}

mac=HMAC (krand ’ M) ’
to=Bailey}

44



Some Notes

- Facebook can not read the message or even verify Alex's HMAC
e As the key for the HMAC is in the message itself

* Only Facebook knows their HMAC key

* And its the only information Facebook needs to retain in this protocol:
Everything else can be discarded

- Bailey upon receipt checks that Alex's HMAC is correct

* Otherwise Bailey's messenger silently rejects the message
Forces Alex's messenger to be honest about the HMAC, even thought Facebook never verified it

- Bailey trusts Facebook when Facebook says the message is from Alex

* Bailey does not verify a signature, because there is no signature to verify...
But the Signal protocol uses an ephemeral key agreement so that implicitly verifies Alex as

well
45



Now To
Report Abuse

Computer Science 161

Nicholas Weaver

Alex

ah (e
M={"Hey Bailey® e

Message",

krand} } ’
mac=HMAC (krana, M),
to=Bailey,
from=Alex,
time=now,
fbmac=HMAC (K:p, {mac, from,

to, time})}46

Bailey




Facebook's Verification
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- First verify that Bailey correctly reported the message sent

e \erify fbmac=HMAC (Ksp, {mac, from, to,time})
Only Facebook can do this verification since they keep K, secret
e This enables Facebook to confirm that this is the message that it relayed from Alex to

Bailey
- Then verify that Bailey didn't tamper with the message
« Verify mac=HMAC (krana, {M, Krana})

- Now Facebook knows this was sent from Alex to Bailey and can
act accordingly
 But Bailey can't prove that Alex sent this message to anyone other than Facebook

* And Bailey can't tamper with the message because the HMAC is also a hash
47



Snake Oil Cryptography:
Craptography

Computer Science 161

- "Snake Oil" refers to 19th century A Gumess OURE__JRNET T e
fraudulent "cures" i ST

ACUTE,CHRONIC, THAT MAKES THE

SCIATIC, NEURALGIC

- GENUINE

* Promises to cure practically every ailment SosGiiWon oy (ﬁ ARTICLE.
» Sold because there was no regulation and SOm o Bottlc NS, - 2 T
no way for the buyers to know SNAKE-OIL LINIMENT

- The security field is practically full of Snake Oil Security
and Snake Oil Cryptography

* https://www.schneier.com/crypto-gram/archives/1999/0215.html#snakeoil
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Anti-Snake Oil:
NSA's CNSA cryptographic suite

- Successor to "Suite B"

* Unclassified algorithms approved for Top Secret:

There is nothing higher than TS, you have "compartments" but those are access control modifiers
https://www.iad.gov/iad/programs/iad-initiatives/cnsa-suite.cfm

« Symmetric key, AES: 256b keys

* Hashing, SHA-384

« RSA/Diffie Helman: >= 3072b keys

« ECDHE/ECDSA: 384b keys over curve P-384

- In an ideal world, I'd only use those parameters,
« But a lot of "strong" commercial is 128b AES, SHA-256, 2048b RSA/DH, 256b elliptic curves,
plus the DJB curves and cyphers (ChaCha20)

* NSA has a requirement where a Top Secret communication captured today should not be

decryptable by an adversary 40 years from now!
49



Snake Oil Warning
Signs...

- Amazingly long key lengths
* The NSA is super paranoid, and even they don't use >256b keys for symmetric key or >4096b for
RSA/DH public key
* So if a system claims super long keys, be suspicious

- New algorithms and crazy protocols

* There is no reason to use a novel block cipher, hash, public key algorithm, or protocol

Even a "post quantum” public key algorithm should not be used alone:
Combine it with a conventional public key algorithm

* Anyone who roles their own is asking for trouble!

* EG, Telegram
"It's like someone who had never seen cake but heard it described tried to bake one.
With thumbtacks and iron filings." Matthew D Green

"Exactly! GLaDOS-cake encryption.
Odd ingredients; strange recipe; probably not tasty; may explode oven. :)" Alyssa Rowan
50



Snake Oil Warning
Signs...

Computer Science 161

 "One Time Pads"

* One time pads are secure, if you actually have a true one time pad
* But almost all the snake oil advertising it as a "one time pad" isn't!
* Instead, they are invariably some wacky stream cypher

- Gobbledygook, new math, and "chaos"
* Kinda obvious, but such things are never a good sign

- Rigged "cracking contests”

e Usually "decrypt this message"” with no context and no structure

Almost invariably a single or a few unknown plaintexts with nothing else
Telegram, I'm looking at you here!

51



A Recent Example: Crown-Sterling's "Time-Al
crypto and breaking RSA" talk @ Blackhat

Computer Science 161 Nicholas Weaver‘f‘i?

arS TECHNICA BIZ&IT TECH SCIENCE POLICY CARS GAMING & CULTURE  STORH

breached "Its sponsorship agreement with Crown Sterling and the implied covenant ot good faith

A]_]_e ged “Snake ( and fair dealing arising therefrom." Crown Sterling goes on to accuse the conference organizers

of "other wrongful conduct" connected to events surrounding the presentation of a paper by

over bOOS at B]_a< Crown Sterling CEO and founder Robert E. Grant. In addition to legally targeting the conference,
Crown Sterling has also filed suit against 10 "Doe" defendants, who it claims orchestrated a

("‘vru-u"n Ctavrlina ceanlrea Arrmanane nFin Aicvritmtinn Af+hAa FfArm AN e cnANnecArva A +ally A+ DlaclL, LAt

I .
- How does Time AI work? or
Novel
So how is Time Al said to work? Crown Sterling's website describes Time Al as "a dynamic non- l“isch‘:(;“;”
factor based quantum encryption utilizing multidimensional encryption technology including book
time, music’s infinite variability, artificial intelligence, and most notably mathematical constants to useson
generate entangled key pairs." dlogy) to

[dpiuly IJerniuly prirme rnuiiivers dilu d SUIL Ul Muiltupicduurt . duie 1ur idliuring prinies.



THE S STANDS FOR "SNAKE OIL"? —

Medicine show: Crown Sterling demos
256-bit RSA key-cracking at private event

Demo of crypto-cracking algorithm fails to convince experts.

SEAN GALLAGHER - 9/20/2019, 12:23 PM




Nicholas Weaver, lecturer at the University of California Berkeley's Department of Electrical
Engineering and Computer Sciences, reacted to Grant's latest demonstration with this

statement to Ars:
€6
It was previously an open question whether Mr Grant was a fraud or just
delusional. His new press release now makes me certain he is a deliberate fraud. Nicholas Weaver & v
. n @ncweaver
He received a lot of feedback from cryptographers, both polite and rude, so
showing this level of continued ignorance is willful at this point. His video starts Replying to @crownsterling_
with the ridiculously false notion that factoring is all there is for public key. He then
insists that breaking a 256 bit RSA key or even a 512b key is somehow FYI My offer stands you |It|gIOUS fraudulent fuckwits. If

revolutionary. It's not. Professor [Nadia] Heninger at UCSD, as part of her work on

the FREAK attack, showed that factoring a 512 bit key is easily accomplished with you consider my statements that youare fraudulent
less than $100 of computing time in 2015. fuckwits based on this release & demonstration libel, I'll
His further suggesting that breaking 512-bit breaks RSA is also ridiculous on its gladly tell youa QOOd address for service, JUSt DM for info.

face. Modern RSA is usually 2048 bits or higher, and there is a near-exponential
increase in the difficulty of factoring with the number of bits.

210 PM - Sep 21, 2019 - Twitter Web App

At this point | have to conclude he is an outright fraud, and the most likely
explanation is he's looking to raise investment from ignorant accredited investors.
And now | wonder how many other companies he's started are effectively
fraudulent.




Lots in the Cryptocurrency Space...

Computer Science 161

- The biggest being IOTA (aka IdiOTA), a “internet of Tings”
cryptocurrency...

* That doesn’t use public key signatures, instead a hash based scheme that
means you can never reuse a key...

And results in 10kB+ signatures! (Compared with RSA which is <450B, and those are big)
* That has created their own hash function...

That was quickly broken!
* That is supposed to end up distributed...

But relies entirely on their central authority
e That uses trinary math!?!

Somehow claiming it is going to be better, but you need entirely new processors...

55



Unusabillity:
No Public Keys

Computer Science 161

- The APCO Project 25 radio protocol

* Supports encryption on each traffic group
But each traffic group uses a single shared key

- All fine and good if you set everything up at once...

* You just load the same key into all the radios

* But this totally fails in practice: what happens when you need to coordinate with
somebody else who doesn't have the same keys?

- Made worse by bad user interface and users who think
rekeying frequently is a good idea
* If your crypto is good, you shouldn't need to change your crypto keys

- "Why (Special Agent) Johnny (Still) Can't Encrypt
* http://www.crypto.com/blog/p25
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Search results for 'nweaver icsi edu berkeley'

Type bits/keyID Date User ID

pub 4096R/8A46A420 2013-06-20 Nicholas Weaver <nweaver@icsi.berkeley.edu>

Nicholas Weaver <n_weaver@mac.com>
Nicholas Weaver <nweaver@gmail.com>

pub 2048R/442CF948 2013-06-20 Nicholas Weaver <nweaver@icsi.berkeley.edu>

Nicholas Weaver




Unusabillity:
openssl libcrypto and libss|

Computer Science 161

OpenSSL is a nightmare...
* A gazillion different little functions needed to do
anything
So much of a nightmare that I'm not
going to bother learning it to teach you

how bad it is

* This is why the old python-based project didn't give
this raw

- But just to give you an idea:
The command line OpenSSL utility
options:

err
OpenS5L> help
Standard d
aznlparse ca ciphe
crlépkos? dgzt dhp
d dzaparam ec ecparan
engi errst gend
genpkey qenrsa help list
ocsp P d pkosl2
pkos? pkos8 pkey pkeyparan
pkeyutl prim rand reha
q raa raautl z_client
ErUer =_tim zezz_id =mim
peed zpkac P storeutl
t. erify an x50
Message Digest commands (see the “dgst' command for more details)
blakezbb12 blakerQSE gost md4
md5 rmd160 zhal zhaZ24
zhaZbE sha3-224 zha3-256 zha3-384
zha3-512 zhaZdd zhabl2 zhabl2-224
zhabl2-256 zhakel28 zhake2bb =m3
= co d far
128 b aes—128—ecb 192 b aes—192—ecb
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And On To LinkedLists Blockchains
And CryptoCurrencies
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- “Blockchain Technology”

« A fancy word for “Append-Only Data Structure”
That causes people’s eyes to glaze over and them to throw money at people
« “Private/Permissioned Blockchain”:

A setup where only one or a limited number of systems are authorized to append to the log
AKA 20 year old, well known techniques

* “Public/Permissionless Blockchain”:

Anybody can participate as appenders so there is supposedly no central authority:
Difficulty comes in removing “sibyls”

- Cryptocurrencies

* Things that don’t actually work as currencies...
More on Thursday...

60



Hash Chains

- |f a data structure includes a hash of the previous block of
data: This forms a “hash chain” Block N
. L H(Block N-1)
So rather than the hash of a block validating just the lots of other data
block:
The inclusion of the previous block’s hash validates all the
previous blocks
. . —> Block N - 1
+ This also makes it easy to add blocks to data structures H(Block N-2)
« Only need to hash block + hash of previous block, rather than rehash lots of other data
everything:
How you can efficiently hash an "append only" datastructure
« Now just validate the head (e.g. with signatures) and voila!
L | —> Block N - 2
 All a “blockchain” is is a renamed hashchain! H(Block N-3)
Linked timestamping services used this structure and were proposed back lots of other data

in 1990!

61




Merkle Trees

Computer Science 161

- Lets say you have a lot of elements
* And you want to add or modify elements

« And you want to make the hash of the set
easy to update

- Enter hash trees/merkle trees
* Elements 0, 1, 2, 3, 4, 5...
* H(0), H(1), H(2)...
* H(H() + H(1)), HH(2)+H(3))...
* The final hash is the root of the top of the tree.

* And so on until you get to the root

* Allows you to add an element and update Ig(n) hashes
Rather than having to rehash all the data

 Patented in 1979!!

Nicholas Weaver

Top Hash

Hash 0
h

0 1
hash( {5407 ) hash( {34 )
Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hash(L2) hash(L3) hash(L4)
L1 L2 L3 L4

Image Stolen from Wikipedia

Data
Blocl|
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A Trivial Private Blockchain...

* We have a single server s, with keys Kpub and Kpriv...
* And a git archive g... (in which we fix git to use SHA-256)

- Whenever we issue a pull request...
* The server validates that the pull request meets the allowed criteria
* Accepts the pull request
* Signs the head...

 And that is it!

* Git is an append only data structure, and by signing the new head, we have the server
authenticating the entire archive!

- This is why “private” blockchain is not a revolution!!!
* Anything that would benefit from an append-only, limited writer database already has one!
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