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What is security?
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Enforcing a desired property in the presence of an attacker

data confidentiality
user privacy
data and computation integrity
authentication
availability
…
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Today’s outline

• Why is security important?

• Course logistics

• Intro to security principles
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• It is important for our

• physical safety

• confidentiality/privacy

• functionality

• protecting our assets

• successful business

• a country’s economy and safety

• and so on…
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Why is security important?
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Physical safety threats
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Privacy/confidentiality

Breaches in 2015 [ITRC]:
Number of breaches = 5,497
Number of Records = 818,004,561
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Can affect a country’s economy... 
Multiple times!
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And It Is National Security!
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And NotPetya...

• Attackers compromised the update channel for MeDoc

• Think "TurboTax For Business in Ukraine": 

One of only two accounting packages which Ukrainian businesses can use to pay taxes


• They then monitored for weeks with their  
backdoor

• This gave them a foothold in almost all who have Ukranian  

business


• Then they released a malicious "worm"

• It spread from computer  to computer, and then disabled all the infected computers 

with a fake "ransomware" payload

• This cost Mersk shipping alone $100M-300M in lost revenue! 

White House estimates $10B in damage
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Security Principles

• People and Money

• Threat Model

• Prevention, Detection & Response, Mitigation and Recovery

• False Positives, False Negatives, and Compositions
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It All Comes Down To People... 
The Attacker(s)
• People attack systems for some reason

• They may do it for money

• They may do it for politics

• They may do it for the lulz

• They may just want to watch the world burn


• Often the most effective security is to 
attack the attacker’s motivation
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Personal Security: 
Threat Model...
• Who and why might someone attack you?

• Criminals for money

• Teenagers for laughs or to win in an online game

• Governments

• Probably not:  We aren't important enough

• And even if important enough we're only worth the B game: 

aka the same things used against us by criminals


• Intimate partners
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It All Comes Down to People...

The Users
• If a security system is unusable it will 

be unused

• Or at least so greatly resented that users will 

actively attempt to subvert it: 
"Let's set the nuclear launch code to 00000000" 
(oh, and write down the password anyway!)


• Users will subvert systems anyway

• Programmers will make mistakes

• And Social Engineering...
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Well, @SwiftOnSecurity, aka SecuriTay


